
REMOTE WORKER MONITORING

The Lepide Remote Worker Monitoring Pack – an easy to deploy, light weight security stack from a trusted security vendor 

that offers immediate protection for businesses during unanticipated period of remote working. 

Maintain Data Security

Know how data and resources are 

being used to ensure data security 

and mitigate data breach risks.

Boost Productivity

Identify those workers who are taking 

work from home as an excuse to be 

lazy and kick them into gear.

Detect Risk Early

Keep an eye on crucial tasks, spot 

anomalous user behavior and take 

immediate action to mitigate threats.

1. Session Monitoring

Monitor and record user sessions undetected 

and audit logon and logoff activity.

2. Monitor User Behavior

Detailed audit trail for every user interaction 

with sensitive data, with flexible reporting.

3. User Behavior Analytics

Analyze user behavior and spot anomalies with 

real time alerting.

4. Lock Down Sensitive Data

Classify sensitive data and govern access to 

operate with Zero Trust.

5. Audit Logon/Logoff Activity

Ensure productivity is maintained by tracking 

user logon and logoff activity.

6. Self Service Portal for AD

Enable users to reset their own AD passwords 

through a secure portal.
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REMOTE WORKER MONITORING

Session Monitoring

Record the action of every employee as it happens 

wherever they are. Can be quickly deployed on any 

endpoint or server. Provides indexed, recorded footage 

from simple date stamped thumbnail of every action.  Can 

be run with or without the user’s knowledge. Easy to 

install, deploy and manage and is lightweight and secure.  

Helps quickly ensure security and productivity. 

Monitor User Behavior

Detailed audit trail of every interaction of every user 

across your most sensitive data stored on any enterprise 

data store. Flexible reports that show you when files are 

copied, modified, deleted, accessed or attempted to be 

accessed all of which can be automatically scheduled and 

delivered.  Up and running in under 30 minutes. Helps 

with security investigations and compliance reporting. 
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User Behavior Analytics

Get alerts when employees act in any way that deviates 

from previously learnt behavior and create threshold 

alerts to detect potentially suspicious activities. Helps 

prevent data breaches, spot compromised user accounts, 

detect ransomware spread and prevent insider threats.

Lock Down Sensitive Data

Discover and classify sensitive data to ensure you know 

where it is to take better steps to make sure it’s not over 

exposed. Understand who has access to your most 

sensitive data by uncovering permissions to help reduce 

excessive permissions. Helps in decreasing the exposure 

of sensitive data and ensures only those people that need 

access have access.

Audit Logon/Logoff Activity

Get detailed logon and logoff reports for all active 

directory logon and logoffs events. Identify the exact time, 

location and understand the exact who, what, where and 

when of each event. Helps ensure productivity, increase 

security and meet compliance. 

Self Service Portal for AD Passwords

Enables users to reset their own active directory 

passwords through a secure, customizable web portal.  

Employees can reset passwords either via a OTP via SMS 

or through answering a series of security questions. 

Enables enterprises to instantly resolve locked AD 

accounts in minutes. Easy to deploy, ideal for enterprises 

with a mobile workforce and stretched IT resources. 


